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Download this

• http://bit.ly/tw-as-type
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Today’s Goals

• Create RDS instance

• Deploy using user-data and Puppet

• Create load balancer

• Create auto-scaling group

• Automate with CloudFormation
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Security Credentials
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Access Credentials
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X.509 Certificates
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Create Certificate
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Get Account ID

Tuesday, April 26, 2011



Copy certificate files

•scp cert-*.pem 
ec2-user@machine:.ec2/ec2-cert.pem

•scp pk-*.pem 
ec2-user@machine:.ec2/ec2-pk.pem
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SSH to the machine

•ssh ec2-user@<hostname>
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Access & Secret Keys

• Open ~/.ec2/aws.credentials

• Set your AWS Access Key

• Set your AWS Secret Key
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Verify everything works

•ec2-describe-images -o amazon
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RDS Security Group

•rds-create-db-security-group lab 
-d 'RDS group for lab'
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Create RDS Instance

•rds-create-db-instance lab-db 
-a lab -s 5 
-c db.m1.small 
-e MySQL
-u awslab 
-p awspass
--db-name lab
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EC2 Security Group

•ec2-add-group lab 
-d 'Web group for the lab'
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Open Web Ports

•ec2-authorize lab 
-p 8888 -s '0.0.0.0/0'
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Open DB Ports

•rds-authorize-db-security-
group-ingress lab 
-g lab 
-o <Account Number No Dashes>
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Create Load Balancer

•elb-create-lb lab-lb 
-l "lb-port=80,instance-
port=8888,protocol=http" 
-z us-east-1a,us-east-1b
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Health Check Config

•elb-configure-healthcheck 
lab-lb 
--target 
"HTTP:8888/wp-admin/install.php" 
--interval 5 
--timeout 3 
--unhealthy-threshold 2 
--healthy-threshold 2
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Wait for RDS creation

•rds-describe-db-instances

Tuesday, April 26, 2011



User Data File

•lab:awslab:awspass:3306:<RDS-
Endpoint>:8888:<ELB-DNS-Name>
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Launch EC2 Instance

•ec2-run-instances ami-f417e49d
-f </user/data/file>
-g lab
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Add Instance to LB

•elb-register-instances-with-lb 
lab-lb 
--instances i-6693d009
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Auto Scaling Config

•as-create-launch-config lab-lc 
-i ami-f417e49d 
-t m1.small 
--group lab 
--user-data-file </user/data/file>
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Auto Scaling Group

•as-create-auto-scaling-group 
lab-group 
-l lab-lc 
-z us-east-1a,us-east-1b 
--min-size 2 
--max-size 2
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Let’s try again with CF

• CloudFormation allows you to accomplish 
everything we have done so far with a 
single API call or console interaction
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Delete AutoScaling

•as-update-auto-scaling-group 
lab-group 
--min-size 0 
--max-size 0

•# wait for a while to drain

•as-delete-auto-scaling-group
lab-group
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Stop Everything Else

• Shut down any EC2 nodes

• Terminate RDS instance

• Delete Elastic Load Balancer
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Cloud Formation
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Create a stack
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Wait for stack

• Wait for the stack to come up

• Load balancer url under Outputs
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Delete Stack

• Another single API call or console 
interaction
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